NHOPOPMALMNOHHASA MTAMSATKA J1JIA OBYYAIOIIINXCA

C Ka>XIbIM I'OAOM MOJIOACKHU B MHTCPHCTC CTAHOBUTBLCA 60J'II)HIC, a4 MIKOJIbHUKHN
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHCTa. MC}KI[y TCM, IIOMHMO
OT'POMHOI'O KOJTNMYCCTBA BO3MO}KHOCTGI>’I, HHTCPHCT HCCCT U HpO6JIeMI>I. OTa nmaMsTKa
JOJIDKHA IIOMOYb TeOe Oe301acHo HaXO0IUTbBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPaAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WIH MOJHOCTbIO YHHUTOXXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIBHBIE TI0JIB30BATENI0, OT UMEHU KOTOpPOro Oblia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIIEpaIOHHYI0O CUCTEMY CO BceMH (haiimamu B 1esoM. B OOJIBIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MGTOI[BI 3aI0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpEeMEHHbBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINUE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. llocrossHHO ycTaHaBnuBail mnauth (UU(QPOBBIE 3aIUIaTKH, KOTOpPbBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKM MHpPOTpamMMbl) U JIpYyrHe
OOHOBJIEHUS CBOEH ONepaliMoHHOM cucTeMbl. CkaunBai UX TOJIBKO C OPUIIMATIBHOTO
caifra pa3zpaborunka OC. Ecnu cymecTByeT peskxuM aBTOMaTHUYE€CKOr0 OOHOBIICHUS,
BKJIFOYH €rO0;

3. PaboTail Ha cBOEM KOMIBIOTEpPE MOJ NpaBaMU IMOJb30BaTeNd, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
MHCTAJUINPOBATHCSA HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. HWcnonp3ylh aHTUBHPYCHBIE IIPOTPAMMHBIC TIPOJYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI TOCTOPOHHUX JIUIL;

6. cnonb3yii BHEIIHUE HOCUTENN HHPOpPMALIMHU, TaKKE KaK (piienika, TMCK Uit
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 5170 He BHJ mepeadn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,



mapka. Eme B 1991 romy Humepmaniackas KOMMAaHHUS 3apeTHCTpUpOBasia OpeHT
"WECA", uto o0o3nauasio crnoBocoueranue '"Wireless Fidelity", xoropsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamiero BpeMeHHU Jomiia aApyras a00peBuaTypa, KOTopas sSBISICTCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoi TexHuku Hi-Fi, yTo B nepeBoje o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adpomopTax SBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B MHTepHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CogeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYIMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOrO JMYHYIO0 WH(MOpMAIKIO Yepe3 ooOmenocTymubie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
cambIM Thbl 00€30IacuIllb ce0s1 OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun @ynkiuto "O0mmii noctyn K (aiinam
u npuHrepam". [lanHas (yHKUUS 3aKpbiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
II0JIb30BATENIM aKTUBUPYIOT €€ JUIsl yA100CTBa UCIIOJIb30BaHMs B paboTe Uin yueoe;

4. He wucnons3yét nyonmuunsii WI-FI qi1s nepenauum JUYHBIX JaHHBIX,
HanpuMmep U1 BBIX0JA B COLIMAJIbHBIE CETU WJIM B JJIEKTPOHHYIO ITOYTY;

5. Wcnone3yit Tonpko 3ammuieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun QyHkiuio "Tloakmouenne k Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbie CeTH

CounayibHbI€ CETH aKTUBHO BXOJISIT B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUUIAAP]] YETIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIeH IUIaHeThl. MHOTHE IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJieHA W MCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTEeIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E€30ITACHOCTH B COLIMATIBHBIX CETAX:

1. Orpannub cnucok apy3el. Y 1e0s B Ipy3bsixX HE JOJKHO ObITh CITy4alHbIX U



HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOr 4acTHYIO *u3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POKICHUS U IPYTYIO JINYHYIO HHPOPMAIIHIO. 3II0YMBIIIIICHHUKA MOTYT
UCIIOJIb30BaTh Jlaxke MH(POpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MPOBECTH KAHUKYIIBL;

3. 3amuiiail CBOIO pemyTaruio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTen Obl Thl, YTOOBI ApPyrue MOJIb30BATENNM BHUJEIH, YTO Thl 3arpykKaeuib?
[Togymaii, mpeskie 4eM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOJAbMHU, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE
pealbHOE UMS U JPYTYIO JIMYHYIO MH(QOpMAIMK: UMs, MECTO KHUTEJIbCTBA, MECTO
yueObl U IIpoUee;

5. N3berail pasmemenust gororpaduii B IHTEpHETE, 1€ Thl U300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. [Tpu peructpanuu B COLMANIBHON CETH HEOOXOIMMO UCIIOJIH30BATh CII0KHBIC
MapoJIu, COCTOSIIME U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. dnst coruanbHOM CETH, IOUTHI U APYTUX CAUTOB HEOOXOIMMO UCIIOIh30BaTh
pasusbie naposi. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIICHHUKH TOJIydaT JOCTYII
TOJIBKO K OJJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIICHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TH JECHBTU.

QHGKTPOHHI)IG JACHBI'M IIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHru QyHKIIMOHUPYIOT M O HUX YKe IIPOIMCAHO B 3aKOHE, IIe UX
pa3neNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTHU(GUKAIUS TTOTH30BaATEISA
SIBJISIETCS 00S3aTEBLHOM.

Taxxe cremyer paziauuaTh dSJEKTPOHHblE (UaTHbIE JEHBIU  (paBHBI
rOCYJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOM PadOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsbxu K cyeTy MOOMIIBHBIN TenedoH. ITo caMblii yAOOHBIH U OBICTPHIi
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblii TenedoH MOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CaWT C HE3HAKOMOTO



YCTPOWCTBA;

2. Hcnone3yil onmHOpa3oBble maponu. llocme mepexona Ha YCUIIEHHYIO
aBTOpHU3allMI0 TeOe y)ke He OyJeT yrpokaTh ONMacHOCTh KpaXXu WJIM TepexBaTa
IJIATEXKHOTO MAPOJIs;

3. BeiOepu cnoxHblii napoiib. IIpectynHukam Oyner He MpPOCTO yrajaaTh
CJIOXHBIM nTaposb. HanexHsle maponu - 3T0 napoiu, KOTOPbIE COIEpkKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOUHBIE U IPOIUCHBIE OYKBBI, IUPPHI U HECKOIBKO
CUMBOJIOB, TaKM€ Kak 3HaK JoJulapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK M T.IL
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPEIOCTABISEMBIE €0 YCIYTH IO
MEPEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOINEHUM, KOTOPhIE paCIpEICIIsSIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIOIIMM 00pa3oM: UMl MOJIb30BaTENA(@WUMs_JTIoMeHa. Takke KpoMe repeaadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 10 O€30MMaCHOM padOTe C AIMEKTPOHHOMN MOYTOM:

1. Hago BwIOpaTh mpaBUJIBHBIM TIOYTOBBIM cepBuc. B uHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ TIOBEPSAThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTE;

2. He yka3piBaii B TU4HOM moyTe JUuHYy0 uHdopmaruio. Hampumep, myudie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Mcnonb3yit IBYXATAHYIO aBTOPHU3AIMIO. ITO KOTAa MOMUMO MApOoJIsi HYKHO
BBOAUTH KOJ, MPUChUIaEMbIA 10 SMS;

4. BeiObepu CIOXKHBIN Mapoib. [ KaKI0ro MOYTOBOTO SIITMKA JOJDKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Ecmm ectb BO3MOXHOCTH HalKMCaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
MCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIIUKOB. [IepBblii 1J1 4aCTHOM NEpEnuCKu
C ajapecaTaMH, KOTOPBIM Tbl JOBEpSCIIb. DTO SJICKTPOHHBIM aJpec HE HaAo
HCIIOJIB30BaTh MIPU PETUCTpaIMK Ha (popymax U calTax;

7. He oTkpeiBail (ailibl U Jpyrue BIIOKEHHUsS B NUCbMaxX, JaK€ €CJIU OHU
NPUIILIA OT TBOWX Apy3eH. Jlydille yTouHHM y HUX, OTIPABISIIM JIK OHH TEOE ITH
Gbaiinbl;

8. [Tocie okoHuaHus pabOTHI HA TOYTOBOM CEPBUCE TIEPE]T 3aKPHITHEM BKJIAIKH



Cc caiiToM He 3a0yap HaXaTh Ha "BeiidTi".
KnOepOyaimHr uiam BUPTYyaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npecie0BaHue COOOIIICHUSAMU, CoJIepIKaIlIUMHU
OCKOpPOJICHMUS, arpeccuro, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 0OpHOE C KHOSPOYIITUHTOM:

1. He Gpocaiicst B 60#. Jlydmmii crmoco6: mocoBeTOBAaThCA Kak ce0sl BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalle YCIOKOUTHCA. Eciu ThI
HAYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa30kKeIIb KOH(PIUKT;

2. Yupapnsi cBoeit kubeppernyTanuei;

3. AHOHUMHOCTh B CETU MHHMas. CYIHGCTBYIOT CITOCOOBI BBIICHUTDH, KTO CTOHUT
3d AHOHUMHBIM dKKAYHTOM;

4. He crouT BecTH XyJIUTaHCKUWA 00pa3 BHUPTyaJlbHOW >Xu3HU. MHTEpHeT
¢ukcupyeT Bce TBOMU JAEWUCTBUA M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobunroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupy#ét enuHW4HBIM HeratuB. OJHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHUS JTyullle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4albHON
CTaJIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIECHUH C
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnu Th1 cBuperens kubepOynuHra. TBou NEMCTBUS: BBICTYNHUTH MPOTUB
npeciieioBaTens, MOoKa3aTh €My, YTO €ro JACHCTBUS OICHUBAIOTCA HETaTHUBHO,
MOJAJCPKATh KEPTBY, KOTOPON HY)KHA IICHUXOJIOTHYECKash MOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIIbII
GyHKIIMOHAT, W TEMepb OHM MOTYT KOHKYPHpPOBaTh CO CTAaIll[MOHAPHBIMU
KoMIibroTepamMu. OTHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB
Maiio. TecTupoBaHuEe U TOMCK YA3BUMOCTEN B HUX POUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s I1K, To ke camMoe kacaeTcss 1 MOOMJIbHBIX TIPHIIOKEHUM.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl yKe MPAKTUYECKH JOTHAIN HACTOJIbHBIE



aHAJIOTH, OJHAKO pacimmupeHne (yHKIMOHAIA BIIEYET 3a CO0O0M OOJBIIYIO
CJIO’)KHOCTh ¥l MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce MPOM3BOJUTENM BBIMYCKAOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI1 0€301TaCHOCTH MOOUITLHOTO Tese(oHa:

Hudyero He sBnsieTcss mo-HacTosieMy OecruiaTHeIM. Byas ocTopokeH, Bedb
Korja tebe mpenaraioT OecIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO TUTATHBIC YCIYTH;

Hymait, npexe uem otnpaButb SMS, ¢hoTo miu Buaeo. Tl TOUHO 3HACHIB, T1IE
OHU OYJyT B KOHEYHOM UTOre?

Heo6xoaumMo 0OHOBISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEHW3BECTHOTO HMCTOYHHKA, BEIh OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTICUCHHE;

[Tocne Toro xak Thl BBIAJEIHIL C CalTa, TJie BBOAWI JIMUHYIO HH(OPMAIHUIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[leproauaeckn TpoBepsiii, KaKue TUIATHBIC YCIYTd aKTHBHUPOBAHBI Ha TBOEM
HOMEPE;

JlaBaii cBOil HOMEp MOOWJIBHOrO TeiepoHa TOJIBKO JIOJSM, KOTOPBIX ThbI
3HAEeIllb U KOMY JIOBEpSEIIb;

Bluetooth nomkeH OBITH BBIKIIOUEH, KOrJa Thl MM HE MoJb3yemibcs. He
3a0bIBall MHOTIa TIPOBEPSTH ITO.

Online urpsbi

CoBpeMeHHbIE OHJIAaH-UTPHI - ITO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUpY. UTpoku ucciaeayroT TaHHbIN
UM MU, OOIIAIOTCS JAPYT C IPYTOM, BBITIOTHSIOT 33JJaHUsI, CPAXKAIOTCS C MOHCTPaAMU
U TOJYYaloT OMBIT. 32 YJIOBOJIBCTBUE OHU IJIATAT: MOKYIAIOT AUCK, OMJIAYUBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAaKHE-TO OTMIIUH.

Bce aTu cpeacTsa uayT Ha moAAEpKaHUE U Pa3BUTHUE UTPHI, @ TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mono0HBIX UTrpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AINHN OOJIBIITMHCTBA
urp.



OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOEI'O HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeleT ceOsl IJI0XO WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxamyicss agMAHUCTPATOPAM MIPBI HA IUIOXOE MOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTHh KAaKME-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaiil muunyto nHGOpMaIuio B mpodaiiie urpol;
4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcrionb3yii CIOKHBIE U Pa3HbIE APOJIH;

7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBUPYC. [IoKa ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXKell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBUIIb, HO
C pa3BUTHEM HMHTEPHET-TEXHOJOTUH 3JOYMBIIUICHHUKH [EPEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MONICHHUYECTBA WM (DUIITHHT,
rJIaBHas 1€Jb KOTOPOTO COCTOMT B TMOJTYYEHUU KOH(PHUACHIIMAIbHBIX JaHHBIX
M0JIb30BATEJICH - IOTMHOB U naposieid. Ha anrnuiickom si3bike phishing untaercs kak
¢dbumuHr (0T fishing - peiOHast 10BIs, password - maposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiv Tl TO/103peBaeliib, UTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOOMIMTH aJMHUHUCTpaTOpaM
pecypca 00 3TOM KakK MOYKHO CKOPEe;

2. Ucnonw3yii Oe3omacHble BeO-CailThl, B TOM YHUCJIE, HHTEPHET-MarasuHoOB U
TIOUCKOBBIX CHUCTEM;

3. Ucnonb3yil cioxHble W pa3Hble mapojd. TakuM o0pa3om, eciiu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0st B3JI0MaJM, TO HEOOXOIUMO MPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00aBJIEHBI y T€0S B APY3bsiX, O TOM, UTO T€Os B3JIOMAJI ¥, BO3SMOXKHO, OT
TBOETO UMEHHM OyJIeT PacChUIAThCA CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;



7. He oTkpeiBail ¢aiinbpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOE ITH
(haitibl.

Mudposas penyramus

[udposas penyramus - ’TO HeTaTUBHAS WIM MTO3UTUBHAS HHPOPMALIUS B CETH
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBoeW peanbHOU ku3HH. "Lludposas
pemyTarus” - 3TO TBOM UMUK, KOTOPBI hopmupyercs u3 uHpopmaiuu o tede B
UHTEpPHETE.

TBoe MecTo KuTeNnbCTBa, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAallMM JIMYHOM
uH(popmanuu B MHTEpHETE, HE MOHUMAasl BO3MOXHBIX MOCHeACTBUI. Thl Jaxe He
CMOXeEITb J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTtapuu, pazmenienue TBoux ¢potorpaduit u [pyrue A1ecTBUS MOTYT HE
MCUYE3HYTh JaXe MOCIIE TOT0, KaK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
nH(popMaIMio, Tonaia Ju OHA B MOUCKOBBIE CUCTEMbI U COXpPAaHWJIACh JIU OHA, a
TJIaBHOE: YTO MOJYMAIOT O TeOe OKPY’KAIOIIHE JIIOJIU, KOTOPbIe HAUIYT U yBUAST
sTo. Haiitu uH(pOpManno MHOTO JET CIYCTS CMOXET JI000M - Kak U3 J00phIX
noOyXICHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTallUu:

1. IToxymaii, mpexae yeM 4To-To MyOJUMKOBATh U MepeaaBath y cedsi B Oiore
WA B COIMAJILHOM CETH;

2. B mnactpoiikax npo¢uis yCTaHOBM OIPAHMYEHHUS HA MPOCMOTP TBOETO
pouIIs U €ro COACPKUMOTO, CACNIal ero TOJIBKO "/ist py3eit";

3. He pasmeniail u He ykasblBal MH(QOpMALMIO, KOTOPAsI MOXKET KOTO-I100
OCKOPOJIATH MJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IIKOJIBHUKM - AKTUBHBIE I[IOJIb30BAaTE€IM  LU(POBOro
npoctpancTBa. OAHAKO JAleKOo HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH
BO3MOXHOCTSIMU ~ LM(ppoBoro  Mupa TpeOyeT coONOIeHHs TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "uHTeNUIEKTyalbHass COOCTBEHHOCTh' OTHOCHUTCS K pa3iMYHBIM
TBOPEHUSIM YEJIOBEYECKOI0 yMa, HAyMHasi C HOBBIX H300pETEHHIl W 3HAKOB,



0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMH,
(doTtorpadusiMu, KHHOPHUIBMaMU U MY3bIKaJIbHBIMH POHU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTHh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyZ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEAJIMBbIE BO3MOXHOCTM 3apaloTaTrh Ha
pe3ysibTaTax CBOErO TpyAd, MOJYYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIPOHU3BOAMTH €r0  IPOU3BEACHMUE,
pacnpocTpaHsATh, MyOJIWYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHATH, MOKA3bIBATH/UCHIOMHATh B dUpE WU
pasmemars B MHTEpHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 0OECIICYEHHsI MOKET MPUBECTH
K MHOTMM PHUCKaM: OT IMOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, IJI€ YCTaHOBJIEHA HEJerajibHas nporpamma. He ctout Takxke 3a0bIBaTh,
YTO CYHIECTBYIOT JIETAJIbHBIE U OECIUIATHBIE TPOTrPaMMBbI, KOTOPHIE MOKHO HAaWTH B
CETH.

O nopraJe

CeteBu4OK.p( - TBOI IIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIh Y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIIHBIM SI3bIKOM, & TIPU BO3HUKHOBEHHUH
KPUTHUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TaKkXe MPUHATH y4yacTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !



